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• FDA is unlikely to move away from a focus on DI in the coming years
• Both from an inspection & review standpoint
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https://www.raps.org/news-and-articles/news-articles/2025/4/fda-official-says-data-integrity-issues-are-the-ma



Examining Inspection Readiness in 2025/6:
FDA’s Two Driving Factors (GXP)

1. Drug Shortages

2. Patient Safety
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“Simple adherence to CGMP standards…”
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FDA’s Response & Reaction

• Vigilant oversight has become a major 
regulatory focal point

• Not a front-line responsibility to identify 
unexpected adulteration, but rather a cultural 
expectation

“In God we trust, everyone else has to bring 
us data” 
– Dr. Janet Woodcock
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AI Generated Image

The Problem with Truth…
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AI Generated Image



Data Must Be: Accurate & Complete

Achieved via a validated workflow
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https://www.statnews.com/pharmalot/2023/10/04/fresenius-fenwal-fda-cdc-sepsis-bacteria-contamination-mold/



To Prevent Such Tragedies, the regulators are 
focused on identifying uncertainties
• How certain are you that your products are safe and effective, 

considering the number of variables involved in drug manufacturing?
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Perfect Storm Scenario
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Protecting the Patient: the ledge analogy
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Worst-Case
Scenario

SCIENTIFICALLY VALID EVIDENCE

RELIABILITY

https://picscheme.org/docview/3461
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Sampling Details Sample 
Preparation Loading

1. Date/Time
2. Sampling Point & SOP
3. Signature/Date

1. Filtration Details
• Dilution (PW only)
• Filter details
• Washing

CASE STUDY!



Compliance: Then & Now

THEN

NOW
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A B C D

A B? C?? D???

QUESTION: How can you assure the investigator the 
decision (D) is: 1) accurate, and 2) complete?



DI from a Regulator’s Perspective

What they find

Reality
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Hence: 
regulatory 
focus on the 
process!



How can we ensure continuous 
Inspection Readiness

• Understanding all factors that contribute to variability, such that our 
decisions are based on science; thereby ensuring patient safety
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Lifecycle Approach to Data Integrity

• “Meaningful and effective strategies should consider the design, 
operation, and monitoring of systems and controls based on risk to 
patient, process, and product.”

• “Controls that are appropriately designed to validate a system for its intended 
use address software, hardware, personnel, and documentation.” 
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Design Operation Monitoring

1. Data & Process Mapping
2. Risk Assessment
3. Qualification/CSV

1. SOPs
2. Training

1. QA/External Auditing
2. Quality System Feedback
3. CPV
4. Management Review
5. Periodic Review
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One New Key Addition to the Guidance 

• Data Ownership:
• “The allocation of responsibilities for control of data to a specific process 

owner. Companies should implement systems to ensure that responsibilities 
for systems and their data are appropriately allocated and responsibilities 
undertaken.”
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https://www.folderit.com/blog/audit-trail/



Annex 11 – Key message

• “Computerised systems should be qualified and validated in 
accordance with the principles of quality risk management. Decisions 
on the scope and extent of qualification and validation of specific 
functionality and entire systems should be based on a justified and 
documented risk assessment of individual requirements and, where 
relevant, functional specifications, considering the risk for product 
quality, patient safety and data integrity.” 
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Q3: Does each CGMP workflow on a 
computer system need to be validated?
“Yes, a CGMP workflow, such as creation of an electronic master 
production and control record (MPCR), is an intended use of a 
computer system to be checked through validation…  The extent of 
validation studies should be commensurate with the risk posed by the 
automated system.”

https://www.fda.gov/media/119267/download

Login Load Recipe Start Process Alter Parameters Finish Process Output
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“If you validate the computer system but you do 
not validate it for its intended use, you cannot 
know if your workflow runs correctly”
Here we see a break from traditional ways of demonstrating compliance – to 
a focus on demonstrating assurance of patient safety (aka Quality Assurance)

“For example, qualifying the Manufacturing Execution System (MES) 
platform, a computer system, ensures that it meets its relevant requirements 
and specifications; however, it does not demonstrate that a given MPCR 
generated by the MES contains the correct calculations.”

https://www.fda.gov/media/119267/download

Change Request Configuration Review Approval

Validation means understanding risk!
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Key Points to Consider: Evaluating Risk

“In doing an effective risk assessment, the robustness of the data set is 
important because it determines the quality of the output.” 

Q: For Data Integrity Control Strategies – what makes up our data set?
Q: How can we demonstrate our data set during inspection?
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ICH Q9 and FDA Guidance allow for “Flexible” 
Strategies… Industry struggles with this
As a result, ICH Q9 has been revised (draft) to address industries 
reluctance to fully embrace risk-based strategies

https://database.ich.org/sites/default/files/ICH_Q9%28R1%29_Step_2_Presentation_2021_1126.pdfConfidential and Proprietary to Live Oak © 2025
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YES!
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EU GMP Chapter 4 (draft): Documentation

• Most objective pathway to assessment of DI risks
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Statistical (Critical) Thinking

• Probability vs. Statistics
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Probability

Statistics Case Study: working 
from the bottom up.



Statistical (Critical) Thinking

• Probability (lower level of uncertainty): We know what is in the bag 
(large sample size), and can therefore make inferences to what is in 
the hand (small sample size)

• Example = Las Vegas Casino
• GXP Example = Based on historical evidence, 1 in 100 entries could result in 

contamination if gowning is not perfect.
• Statistics (higher level of uncertainty): We can measure what we have 

in our hand (small sample size), and then make inferences to what is 
in the bag (large sample size)

• Example = surveys/polls
• GXP Example = Retain Sample Analysis (put in context to make inferences) 

shows there is XX% confidence that… (confidence intervals)
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Data/Metadata does not reflect the true 
value or history of events

• Rapid visual inspection of solution bags: is the data accurate?
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https://platform.redica.com/documents/100122949



Downstream consequences of bad data 
governance design

• Any thoughts on potential root causes for this behavior?
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https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/warning-letters/andapharm-llc-566492-02282019



Pitfalls - Closed Loop Thinking

• Bloodletting
• Survived as a legitimate treatment until the early 1800’s (~1,700 years)

• Failure does not lead to progress
• Opposite behavior is “open loop” = Transparent in failure

• Deviations Trending – Human Error
• No matter what happens, the process is never questioned
• But we cannot stop with a simple observation related to inadequate 

investigations!
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Closed Loop Thinking – Enforcement Actions

• WL - 8/2/2019 : “According to your sterility failure investigations, the 
most probable root cause for both events (sterility failures) was 
laboratory error.  Your firm’s investigations substantially addressed 
the potential for microbial contamination during sterility testing, but 
deemphasized potential manufacturing causes.”
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STERILITY 
FAILURE

PERSONNEL PROCESS



What did the data say?

“while the organisms isolated during the failing sterility tests had been 
recovered in the laboratory in the past, the same microorganisms were 
also recovered in the production area in a six-month timeframe prior to 
the sterility failures.”  
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STERILITY 
FAILURE

PERSONNEL

PROCESS



Quality Risk Management will not work 
properly without Risk Acceptance
Firm’s currently scramble to conclude there is “no risk” in their 
processes & procedures

Confidential and Proprietary to Live Oak © 2025 www.ich.org

So are we all OK with accepting some level of residual risk in our operations and 
processes?



Controls = “Commensurate with the Risk”!
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MORE DOCUMENTATION, CONTROLS AND OVERSIGHT

DATA INTEGRITY ASSURANCE

RISK TO PATIENT / QUALITY IMPACT



When determining a risk-based strategy, we 
consider falsification by “ordinary means”
Let’s go back in time to understand Part 11 in the context of Data 
Integrity
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Managing “Hybrid Systems”

“Hybrid systems require specific and additional controls in reflection 
of their complexity and potential increased vulnerability to 
manipulation of data. For this reason, the use of hybrid systems is 
discouraged and such systems should be replaced whenever possible.”

Automated Manual

When minimum automated functions are 
not available, manual controls can be 
considered to reduce risk:
• Logbooks
• “4 eyes principle” (witnessing)
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An update to the 2003 guidance
…still tricky – companies can justify bad data governance
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Applies to legacy equipment
This guidance lacks a clear definition of “original record”
Vast majority of “simple” instruments used in 2020 create an electronic “original record” 
ASSUMES sites understand the need to use QRM to justify each data governance strategy.



Is the data accurate and complete?
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https://platform.redica.com/documents/100163260



THANK YOU
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